Ref. Ares(2021)4236722 - 29/06/2021

X-by-Construction Design Framework for Engineering Autonomous
and Distributed Real-time Embedded Software Systems

Research and Innovation Actions
Horizon 2020, Topic ICT-50-2020:
Software Technologies
Grant agreement ID: 957210

– Deliverable –
D5.1: Test Strategy and V&V Specification

This project has received funding from the European Union’s Horizon 2020 research and
innovation programme under grant agreement No 957210.

D5.1: Test Strategy and V&V Specification

XANDAR

Document information
Document title:

Test Strategy and V&V Specification

Work package:

WP5

Editor:

QUB

Author(s):
Reviewer(s):

QUB, VECTOR, KIT
DLR, BMW

Document type:

Report

Version:
Status:

1.0
Released

Dissemination level:

Public

XANDAR consortium
No. Short name

Name

Country

1

KIT

Karlsruher Institut für Technologie

Germany

2

UOP

University of Peloponnese

Greece

3

DLR

Deutsches Zentrum für Luft- und Raumfahrt

Germany

4

AVN

AVN Innovative Technology Solutions Limited

Cyprus

5

VECTOR

Vector Informatik GmbH

Germany

6

BMW

Bayerische Motoren Werke Aktiengesellschaft

Germany

7

QUB

The Queen’s University of Belfast

United Kingdom

8

FENTISS

Fent Innovative Software Solutions SL

Spain

Copyright & disclaimer
This document contains information which is proprietary to the XANDAR consortium. Neither
this document nor the information contained herein shall be used, duplicated or communicated
by any means or any third party, in whole or in parts, except with the prior consent of the
XANDAR consortium.
The content of this document reflects only the authors’ views and the European Commission
is not responsible for any use that may be made of the information it contains.

v1.0

2

D5.1: Test Strategy and V&V Specification

XANDAR

Document revision history
Version

Date

Comments

1.0

2021-06-29

Publication of the final version.

v1.0

3

D5.1: Test Strategy and V&V Specification

XANDAR

About this document
This technical report specifies the planned Verification & Validation (V&V) and test strategies
for the XANDAR project. Verification & validation (V&V) are critical activities of developing any
real-time embedded software systems, including cars, airplanes, and helicopters. Validation is
often defined as “Are we building the right system?”, and verification is defined as: “Are we
building the system right?”. In other words, validation is concerned with checking that the
system will meet the customer’s needs, while verification is concerned with whether the system
is well-engineered, and defect-free.
Using four tasks, WP5 will investigate, develop, and apply methods to validate and verify
functional and non-functional requirements of software systems developed by the XANDAR
tools. Additionally, the XANDAR methods used by the XANDAR tools will be verified and
validated via WP5 to prove X-by-Construction (XbC) guarantees. The verification tools and
methods developed in WP5 will be used to evaluate the use-case applications and generate
feedback for the end-user partners.
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Glossary of terms
ADRESS

Autonomous & Distributed Real-time Embedded Software System

CF

Composite function

EC
ECU

Event chain
Engine control unit (ECU)
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Logical Architecture

MBT

Model-based testing

MiL
NFR

Model-in-the-loop
Non-functional requirement
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Quality Assurance
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Software Architecture
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System Development Life-cycle
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Systematic Literature Review
System Under Analysis
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Software component

TA
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The Timing Architects tool developed by Vector
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Introduction

1

Verification & validation (V&V) are critical activities of developing any real-time embedded
software systems, including cars, airplanes and helicopters. Validation is often defined as “Are
we building the right system?”, and verification is defined as: “Are we building the system
right?” [1]. In other words, validation is concerned with checking that the system will meet the
customer’s needs, while verification is concerned with whether the system is well-engineered,
and defect-free.
V&V approaches include various software and system testing methods and other software and
system quality assurance (QA) activities.
At the same time, many reports clearly show that software has dominated the automotive and
also aviation industry [2-7]. Many industry reports indicate that “software drives innovation in
the automotive industry” [8].
In the past, inadequate V&V of embedded software systems such as automotive and aviation
industry have led to many severe and unfortunate consequences. For example, two Boeing
737 MAX airplanes crashed (one in 2018 and one in 2019) because of various issues, including
defects in software and sensors. A large number of new articles, industrial and academic
technical reports and papers have covered the issues and its root causes, e.g., [9, 10].
Likewise, in the automotive industry also, a very large number of crashes and accidents have
occurred because of software defects which have leaked into production systems (cars) due
to inadequate V&V during the system development process. Some example reports can be
found in [11-16].
For the XANDAR project, the focus is on engineering (designing, developing, and testing)
clearly autonomous & distributed real-time embedded software systems, and the two selected
use cases are from the above two domains (automotive and aviation industry):
•
•

Use-case 1 (UC1): Urban air mobility
Use-case 2 (UC2): Autonomous driving vehicles

Thus, for the XANDAR project, V&V activities are considered critical and will be applied for all
the WPs and WP tasks in the project.
X-by-Construction Design framework for Engineering Autonomous & Distributed Real-time
Embedded Software Systems
In this technical report (Deliverable D5.1: Test Strategy and V&V Specification), we specify the
overall V&V strategy, methods and tools that will be investigated, developed, and used as part
of the WP5.
The remainder of this technical report is structured as follows. A background discussion and a
brief literature review are presented in Section 2. Section 3 presents the objectives and context
of V&V in the XANDAR project. Section 4 discusses the V&V strategy, methods, and tools for
each of the tasks in WP5. To provide traceability of WP5’s tasks to its deliverables, Section 5
provides a visual map of the tasks of WP5 to deliverables. Also, to provide traceability between
WP5 and other WPs, we present the input/output dependencies of WP5 with other WPs in
Section 5. Finally, Section 6 provides a summary of this technical report.
v1.0
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Background and literature review

In this section, we provide a brief literature review of different V&V approaches in software and
system engineering. We then provide a focused literature review of V&V of autonomous &
distributed real-time embedded software systems.

2.1 V&V approaches in software and system engineering
The history of V&V in software and system engineering is as long as such software-intensive
systems have been developed, since circa 1950’s. One of the earliest and classic books on
software testing (as one V&V approach) was published in 1979 [17].
In the past 7 decades or so, a large number of V&V approaches and techniques have been
proposed in software and system engineering. To classify those techniques the Venn diagram
in Figure 2-1 shows the relationship of different V&V approaches (source: [1]). As we can see,
there is adverse type and number of V&V approaches.

Figure 2-1: Venn diagram of V&V approaches in software and system engineering [1]

Testing (of software and systems) is considered among the most often used V&V approaches
and itself has various types, e.g. unit, integration and system testing. Some types of testing
are under verification, and some other type approach types are under validation.
In addition to testing, other V&V approaches include static analysis [18], model checking [19,
20], and proof of correctness [21].
Static program analysis (also called: static code analysis, or just: static analysis) [18] is the
analysis of software that is performed without actually executing programs, in contrast with
dynamic analysis, which is analysis performed on programs while they are executing.
Model checking [19, 20] (also called: property checking) is a method for checking whether a
finite-state model of a software system meets its given specification. Model checking has been
widely applied for QA of systems, where the specification contains liveness requirements as
well as safety requirements, e.g., [22].
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Proof of correctness [21] is an approach based on mathematical proof with the goal that a
computer program or a part thereof will, when executed, yield correct results, i.e. results
fulfilling specific requirements. Before proving a program correct, the theorem to be proved
must, of course, be formulated.
Each of the V&V approaches shown in Figure 2-1 have a very large body of knowledge in both
the academic and grey literature. There are various survey and Systematic Literature Review
(SLR) papers on each of the V&V approaches, each providing references to papers in those
bodies of knowledge, e.g., two survey papers on static analysis in general [23, 24], a survey
paper on static analysis methods for identifying security vulnerabilities [25], three survey
papers of different model checking approaches [26-28], and a survey on proof of correctness
[29].
In addition to academic research, each of the V&V approaches shown in Figure 2-1 have been
widely used in the industry in the past several decades. Several example case studies of using
static analysis in industry can be found in [30-32]. Some example case studies of using model
checking in industry can be found in [33-37]. Several example case studies of using proof of
correctness in industry can be found in [38-41].
Last but not least, software testing has a very large body of knowledge and expertise in both
academic and grey literature. A very large number of books and papers on new advances of
testing, often focusing on specific test approaches and specific domains (e.g., automotive) are
regularly published.
From another perspective, some of the embedded software systems to be developed in
XANDAR will include AI components, e.g., using machine learning (ML), as part of the two
use-cases: (UC1): Urban air mobility, and (UC2): Autonomous driving vehicles. Many recent
efforts by researchers and practitioners for V&V of AI / ML software have appeared in the
literature, e.g., [42-46].
In the XANDAR project, by being aware of the diversity of V&V approaches (as shown in Figure
2-1), our goal is to use the “right” V&V approaches for each of our V&V needs, in different
WPs, which we will discuss in the rest of this technical report.

2.2 V&V of Autonomous & Distributed Real-time Embedded
Software Systems
Having presented a brief review of the literature on the general scope of V&V approaches in
software and system engineering, for all domains and system types, we now present a brief
review of the literature on the V&V of autonomous & distributed real-time embedded software
systems, since that is the scope of the XANDAR project.
A large body of knowledge has been accumulated on V&V of autonomous & distributed realtime embedded software systems in the past few decades, e.g., various books and papers
have been published on the topic.
The lead of WP5 was involved as the lead author in a Systematic Literature Review (SLR) of
testing embedded software which was reported in [47, 48]. The SLR systematically selected
and synthesized the findings of a set of 312 technical papers (“primary” studies in the SLR
terminology). Figure 2-2 was one of the outputs of the SLR, in which a generic test process
v1.0
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showing different types of test activities and classifying the reviewed 312 technical papers are
shown.
As Figure 2-2 shows, all six test activity types have received attention in the research
community: (1) Test-case design, (2) Test execution (177 of the 312 papers in this area), (3)
Test automation, (4) Test-result evaluation (using test oracles), (5) Test management, (6)
Other test activities, such as test-case minimization, test prioritization, and test reuse.
Legend

Test-case
Design

Test Suites
(set of test cases)

Criteria-based
(Systematic)

Human
knowledge-based
(Exploratory)

185 papers

71 papers

177 papers

125 papers

Test
Execution

Test
Evaluation

Pass

Activity

Fail

Data/
Entity

Test
Results

“Exercise”
(test)

System Under Test
(SUT)

25 papers

Test Management (planning, control, monitoring, …)

148 papers

Test Automation (could be conducted in any of the phases)

15 papers

Other test engineering activities

Bug
(Defect)
Reports

Figure 2-2: Classification of all 312 papers in testing embedded software [47, 48]

Several other survey and Systematic Literature Review (SLR) papers have also been
published on V&V of Autonomous & distributed real-time embedded software systems. For
example, a review of V&V for machine learning and the corresponding challenges in the
automotive industry was presented in [49]. Two other surveys can be found in [50, 51].
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Objectives and context of V&V in the XANDAR project

3

Objectives of V&V (WP5) in the XANDAR project are as follows:
•

•
•

Designing and applying V&V techniques to validate and verify functional (Task 5.2)
and non-functional requirements (Task 5.3) of the XbC approach and systems to be
developed using the approach. Requirements such as correctness, trustworthiness,
security, and real-time properties, developed in WP1, WP2, WP3 and WP4, will be
considered.
Providing V&V toolsets (D5.3, D5.4 and D5.5) that enable end-users of the XANDAR
toolchain to carry out V&V activities.
Verifying and validating the XANDAR toolchain itself, which we refer to as
meta-V&V (Task 5.4), to prove the envisioned XbC guarantees for generated
programs.

The overall XANDAR development process, which is introduced and described in D2.1 of the
project, is shown in Figure 3-1. The parts highlighted in green are V&V activities. From this,
we can see that V&V plays a substantial role in the project, as every activity and generated
artefact has to be properly verified and validated. This is especially important given the two
safety-critical use-cases systems of the project: (UC1): Urban air mobility, and (UC2):
Autonomous driving vehicles (as specified in WP1).
As shown in the figure, V&V activities related to functional and non-functional requirements
are treated during two different phases of the development process. During the first phase, a
simulation incorporating all available inputs from the developer is conducted to validate and
verify the correct functionality of the system under consideration. In the second phase, this
input is used for the generation of the actual system components. During this generation
procedure, activities related to the V&V of non-functional requirements are automatically
performed by the toolchain. It is important that this procedure preserves all relevant aspects
from the functional behaviour that was already validated and verified during the first phase.

Figure 3-1: XANDAR development process as described in D2.1
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Timing V&V can be conducted at different stages of the development process. In XANDAR,
an early timing validation on system level is envisioned since this is currently not feasible in
the proposed toolchain (missing means to model timing requirements and data). On this level,
timing requirements are expected to be defined with respect to functional effect chains. Later
in the process, these requirements typically need to be decomposed so they can be used on
entities of the software model. In any of these cases, the timing validation serves as a
mechanism that is entirely model based. As such, no source code is needed at this time.
However, required (e.g., memory, CPU instructions, etc.) and provided (e.g., Flash, RAM,
ROM, CPU architecture, etc.) resource estimations are key in this context. See Section 4.2 for
details.
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V&V strategy for each of WP5 tasks

4

We discuss next the V&V strategy and methods for each of the four follow-up tasks in WP5:
•

Task 5.2: V&V of functional requirements (Lead: KIT, M7 - M24)

•

Task 5.3: V&V of non-functional requirements (NFR) (Lead: Vector, M7 - M24)

•
•

Task 5.4: Conducting V&V & meta-V&V in different levels (Lead: QUB, M7-M24)
Task 5.5: V&V toolset integration (Lead: Vector, M25 – M33)

Note that Task 5.1 (Planning of Overall V&V/test Strategy: M1-M6) has already been
completed and has generated the current technical report (D5.1).
For each task below, we discuss its goals, outcomes / deliverable of the task (if any), inputs of
the task, how the task will be implemented, and any other important aspect as needed.

4.1 Task 5.2: V&V of functional requirements (Lead: KIT, M7 - M24)
4.1.1

Overview and goal of the task

The primary goal of Task 5.2 is to design and implement a toolset enabling users of
the XANDAR development process to validate and verify the functional correctness of a
System Under Analysis (SUA). Most importantly, this toolset builds up on the model-based
description of underlying functional requirements, the Logical Architecture (LA), and the Software Architecture (SA) specified for the system.
It is tightly integrated into the early phases of the XANDAR development process, which is in
part visualized in Figure 4-1. Note that the target-specific implementation and analysis
procedure, which is part of the overall process as defined in D2.1, is mostly unrelated to the
functional verification steps and therefore not shown in the excerpt.

v1.0

14

D5.1: Test Strategy and V&V Specification

XANDAR

Figure 4-1: Excerpt from the XANDAR development process

4.1.2

Outcomes / deliverable of the task (if any)

Deliverable of the task will be a toolset (D5.3) that enables end-users to carry out V&V activities
for functional correctness. This will include a MiL (model-in-the-loop) test and simulation
framework (D5.2), the corresponding testing methods, and a set of static/formal verification
modules. The toolset developed as part of this task will consist of the target-independent
simulation framework, which is highlighted in blue in Figure 4-1.

4.1.3

Input(s) of the task

The target-independent simulation framework (D5.2), which is highlighted in blue in Figure 4-1,
will automatically execute open-loop or closed-loop simulations of the behaviour that the
system under consideration exhibits. It will then report this behaviour to the developer (for
validation) or automatically verify that it conforms to the functional requirements. Therefore, it
expects several input artefacts to be provided during the early phases of the development
process.
One of these input artefacts is the Software Architecture, which describes the network of
software components (SWC) of the system. In addition, the framework expects a SWC implementation for each of the SWCs that are described as part of this network. Details on how
these SWC implementations are derived can be obtained from D3.1 of the project.
v1.0
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For closed-loop simulations, the framework must further be supplied with an environment
model developed using Ptolemy II. In any case, the Software Architecture must be annotated
with the relevant open-loop and closed-loop test cases to execute.
It is important to understand that from the perspective of the target-independent simulation
framework, the network of SWC implementations is the “model” of the system under
consideration that is validated and/or verified using test cases supplied by the developer.
As part of the entire functional verification toolset, it will further be possible to annotate
the Software Architecture with functional requirements that must be verified by performing a
static analysis of the network of SWCs. Within the scope of the XANDAR project, however,
such techniques will only be employed where the simulation-based approach is no longer able
to produce the desired X-by-Construction guarantees.

4.1.4

How the task will be implemented

The most suitable approaches for V&V of functional requirements (correctness) for automotive
and aviation software are model-based testing (MBT) [52-55] and model checking [56]. Given
the team’s expertise in those areas, e.g., from our past projects [57-62], we plan to develop
new MBT and model checking approaches for Task 5.2.
As described in the previous section, the envisaged MBT strategy is highly related to
XANDAR’s software component design methodology introduced as part of D3.1.
Figure 4-2 visualizes how the XANDAR toolchain generates two adapters for each SWC that
is specified using the XANDAR programming model: the simulation (SIM) adapter targeting
the MiL simulation and the runtime environment (RTE) adapter targeting the actual RTE.

Figure 4-2: SIM and RTE adapter generation introduced in D3.1

Therefore, the design and the implementation of a generic approach to derive SIM adapters is
an essential part of Task 5.2. A specific challenge that needs to be solved during this
endeavour is the need to guarantee that all generated SIM adapters accurately represent the
functional behaviour that the corresponding RTE adapters exhibit. Therefore, the requirements
formulated by the use case providers in WP1 will be analysed with respect to the mechanisms
that the adapters are expected to support. Based on this analysis, a representative set of such
mechanisms will be defined and integrated into the toolset developed as part of this task. A
careful analysis will then be performed to show that for the supported mechanisms, both
the SIM and the RTE adapters are functionally equivalent.
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Subsequently, the target-independent simulation framework will be analysed with respect to
the functional guarantees that it is able to provide to the developer. Functional guarantees that
are required by the use cases and cannot be provided by the framework will be separately
considered and solved by developing suitable approaches (such as model checking, static
analysis, code inspection, etc.). These approaches will be integrated into the developed toolset
to complement the simulation framework.
Furthermore, as discussed in Section 2.1, some of the embedded software systems to be
developed in XANDAR will include AI components, e.g., using machine learning (ML), as part
of the two use-cases: (UC1): Urban air mobility, and (UC2): Autonomous driving vehicles. V&V
of those AI-based software components will have both functional and also non-functional
aspects. Functional V&V of a given AI component refers to whether the AI component provides
the “right” output (prediction) based on functional requirements, and there is a quite vast
literature on the topic, e.g., [42-46], which we plan to use.
Non-functional V&V of a given AI component, in our project, refers to whether the AI
component would satisfy the three NFRs in our context (timing, safety, and security), i.e.,
answering the following questions:
•
•
•

Does the AI component provide the output in the expected timing constraints? Some
of existing works in this area are [63, 64].
Does AI component satisfy its safety constraints? Some of existing works in this area
are [65-67].
Does AI component satisfy its security constraints? Some of existing works in this area
are [67, 68].

4.2 Task 5.3: V&V of non-functional requirements (NFR) (Lead:
Vector, M7 - M24)
4.2.1

Overview and goal of the task

This task will cover test planning, test-case design, test-model preparation, and V&V/Test
execution with focus on non-functional requirements (NFR). In software and system
engineering [69], a NFR is a requirement that specifies certain criteria that are used to judge
the operation of a system, rather than specific behaviours, e.g., response time of the car
breaking control system shall be less than 20ms. NFRs are contrasted with functional
requirements that define specific behaviour or functions, e.g., the braking control system shall
apply the brake on the car’s wheels, with the intensity proportionate to the amount of pressure
applied by driver on the brake pedal.
In software and system engineering [69], NFRs are divided into two main categories:
•

Execution qualities, such as safety, security, and usability, which are observable during
operation (at run time).

•

Evolution qualities, such as testability, maintainability, extensibility, and scalability,
which are embodied in the static structure of the system.

There are various international standards which cover NFRs in software and system
engineering, e.g., the ISO/IEC 25010:2011 standard [70], fully named as: Systems and
v1.0
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software engineering — Systems and software Quality Requirements and Evaluation
(SQuaRE).
In the scope of XANDAR, NFRs of interest include timing requirements (also known as:
timeliness and real-time requirements), functional safety, trustworthiness, and security aspects
on different levels of abstraction.
T5.3 will investigate and develop V&V methods for NFRs using V&V approaches such as
simulation, model-based testing, proofs of correctness, model consistency checking, model
checking, model inspection, static analysis, and code inspection techniques that aim for
asserting NFRs.
Since V&V of NFR are based on NFR requirements models in system specifications, T5.3 will
closely relate to WP2 (Modelling, Behavioural Specification and Software Synthesis, M01M24), in which the requirements for specification models (M1-M6) have been designed in T2.1.

4.2.2

Outcomes / deliverable of the task (if any)

Output deliverable of the T5.3 will be D5.4 (V&V Toolset for Non-Functional Properties), on
M24, to be led by the project partner Vector.

4.2.3

Input(s) of the task

To execute task T5.3, the following inputs will be used:
•
•
•

4.2.4

D2.1: Modelling Requirements for System’s and Interface Specifications (Report, M6,
Vector), generated by T2.1
D2.4: Architecture and Safety/Security Modelling (Report, M24, Vector), generated by
T2.2
D5.1: Test Strategy and V&V Specification (Report, M6, QUB), generated by T5.1

How the task will be implemented

As stated in Section 4.2.1, the relevant NFRs within the scope of the XANDAR project are realtime (timing) requirements, safety, security, and trustworthiness.
While there are various commercial and academic tools to verify and validate timing and safety
properties, security and trustworthiness are new emerging V&V topics with limited tool support.
There are different aspects to consider for V&V of NFRs:
1. Data models suited for exchanging information about model artefacts relevant for the
specific V&V activities (impacts result quality)
2. Levels of abstraction/granularity supported by these data models and the
corresponding V&V activities (impacts suitability for a specific design process)
3. Available tools that provide means to conduct and support V&V activities (impacts
acceptance during and beyond XANDAR)
For each of the above three aspects, we will outline our strategies in the following subsections.
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Specifications languages / notations for specifying NFRs

As it has been discussed in D2.1, there are various specifications / requirements languages /
notations for specifying different types of NFRs, including safety, security and safety
requirements that are the focus on XANDAR.
A detailed review of five requirements languages / notations (potentially suitable for our
purpose) are presented in D2.1. Those five requirements languages include: AMALTHEA
APP4MC [71], AUTOSAR [72], EAST-ADL2 [73], Temporal Logic [74], UML MARTE [75],
TIMMO2 (TADL2) [76]. Also, a comparison of those five requirements languages using four
criteria are presented in D2.1, as follows: (1) Suitability to generate code using each of the
requirements languages, (2) Meeting our use case requirements (from WP1), (3)
Expressiveness of the requirements language, (4) Fitness for testing (testability).
As per the assessments presented in D2.1, the tentative plan is to use AUTOSAR [72] mainly
for the timing requirements. For security and safety requirements, selection of suitable
requirements languages and/or development of new requirements languages will be explored.

4.2.6

Approaches for V&V of NFRs

In principle, V&V of each of the three NFRs in our context (timing, safety, and security) will be
planned and conducted separately in the first phase, and in a second phase will be conducted
jointly. This is an established V&V approach (process) [77] for real-time embedded software
systems. We discuss next our planned V&V approaches for each of the three NFR types:
timing, safety, and security.
As discussed in Section 2.1, in the past several decades, a large number of different V&V
approaches in software and system engineering have been proposed in industry and
academia. Our team is well aware of the catalogue of existing V&V techniques, e.g., the lead
of WP5 was involved as the lead author in a Systematic Literature Review (SLR) of testing
embedded software [47, 48].
In a broad classification, V&V approaches for NFRs requirements are of three types: (1) testing
(runtime verification), (2) runtime verification monitoring, and (3) formal static verification
(without running the SUA). For each of the three NFR types in our context, we will review our
planned approaches under the above three V&V approach types.
4.2.6.1

V&V approaches for timing requirements

Timing requirements are some of the most critical NFRs of real-time embedded software
systems. One of the widely used V&V approaches for timing requirements is simulation, which
is also referred to as simulation testing [78-81].
Other V&V approaches for timing requirements have also been used in the literature and also
some of the team members in previous works, e.g., performance, load, and stress testing, e.g.,
[60, 61, 82-84]. Some of those performance / load testing approaches are model-based, e.g.,
the approach proposed in [84] uses UML models of the SUA.
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V&V approaches for security requirements

We review our planned V&V approaches for security requirements, under the three categories
of: (1) testing (runtime verification), (2) runtime verification monitoring, and (3) formal static
verification (without running the SUA).
Various testing approaches for security requirements in the context of automotive systems
have been proposed, e.g., [55, 85-89]. For the XANDAR toolchain and our specific use-cases,
a novel extension of those approaches will be developed in the project.
Under the runtime verification monitoring category, there are approaches such as [90-92]. For
the XANDAR toolchain and our specific use-cases, a novel extension of those approaches will
be developed in the project.
Various formal verification approaches for security requirements in the context of automotive
systems have been proposed, e.g., [93]. There are also model-based approaches in this
category, e.g., [94]. For the XANDAR toolchain and our specific use-cases, a novel extension
of those approaches will be developed in the project.
4.2.6.3

V&V approaches for safety requirements

For V&V of safety requirements too, a number of techniques have been proposed in the
academia and grey literature, e.g., [95, 96]. A subset of those works have focused on formal
verification of safety (without running the SUA), e.g.. [93].
Also, a number of works for functional safety verification have been based on the ISO26262
standard (named: Road vehicles – Functional safety), e.g., [97, 98].
For the XANDAR toolchain and our specific use-cases, a novel extension of those approaches
will be developed in the project. We will describe our extension plans for each of the three
NFRs in the following subsections.

4.2.7

Timing

When conducting V&V of NFRs, an important issue is the abstraction/granularity levels of V&V,
e.g., in any process of the System Development Life-cycle (SDLC) in which V&V of NFRs is
going to be performed, what level of the system (e.g., unit, integration or system) level
perspective will be considered.
4.2.7.1 Timing Abstraction/Granularity Levels
There can be various points in the SDLC where it makes sense to do a timing validation and
verification. A timing simulation is rather low level and requires fine granular information about
the system to simulate. In cases where there is less detail known, a timing simulation may not
work or be suited at all. In order to better grasp this situation of varying levels of granularity of
timing-relevant data we defined three information levels which relate to specific points in the
design process. We will describe the three levels to clarify where these points are in the
following:
1. Component architecture (without implementation – no source code) and an initial
expected resource demand is defined. There are no details about the (hardware)
v1.0
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platform or the operating system, yet. An abstract resource providing description should
be given (for resource utilization estimations). Components are rather black boxes
here, however, the communication between them is roughly specified. This level can
mostly be represented by the AUTOSAR Abstract Platform model.
There is an additional, optional level in between 1 and 2 with one key difference. There,
the following additional information is available: More details on the execution platform
– these can be used to decide which operating system might be suited for resource
management, i.e., depends on whether the platform is a microcontroller or a
microprocessor.
2. The software components are now grey boxes – they contain information about their
implementation (i.e. runnable), more detailed resource demand definitions, and
possibly analysed or measured runtimes. Activation or trigger patterns are also
specified in this level. The communication contains more information about the data
sizes and how often data will be written/read.
3. At this level of granularity all information are present and available to do a timing
simulation of the software on ECU level. There are runnable, tasks, their mappings to
events and cores, scheduling configurations (i.e. priorities), the execution order of
runnable is given, the software components are white boxes – there will be at least
prototypically implemented, communication is completely defined (messages mapped
to buses, etc.), and validation and verification scenarios are defined awaiting their
execution. Depending on the tool capabilities and model granularity, this timing
simulation includes timing effects of the operating system and hardware interactions.
The accuracy of the timing simulation is generally closely related to model granularity
and simulation depth.
To clarify which data is available for level 1, consider the following example in Figure 4-3.
There are three composite functions denoted CFx, each containing one or more elementary
functions (not further decomposed – these represent the black boxes) denoted EFx. Event
chains are called ECx, and signals/channels between elementary functions are named Sx. In
the example there are two event chains: EC1 and EC2. EC1 includes EF1 (which could be a
sensor function), S1, EF2, S2, EF3, S3, and EF4 (which may be an actuator function). It requires
that the functions and their produced/processed signals shall be observable to in this particular
order, and the time frame in which this shall happen should not exceed 10ms. Since every
event chain (and sub event chain) consists of a stimulus and a response event, the overall
event chain needs to be decomposed into sub chains, e.g. EF1 start and finish time points are
the first sub chain, S1 transmission start and finish time points are the second sub chain, etc.
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Figure 4-3: Example with two event chains.

These sub chains also need to have timing requirements summing up to EC1’s 10ms budget.
Together with the activation patterns (i.e. how often are the EFs executed, and how often are
signals transmitted), they represent rough resource demand estimations.
There is also a second event chain: EC2. It contains several sub chains, some of which are
also part of EC1. The difficult task here for V&V activities is to ensure that the specifications of
EC1 and EC2 are consistent and do not contradict each other. Any change on either event
chain may invalidate the other. For a simple example like this, it may be simple to validate the
consistency manually, but for higher degrees of complexity, we would like to automate this
validation in order to early filter out impossible event chain constellations.
On top of the above example, consider the addition of new complex functions and a
subsequent update of one or more event chains. This is shown in Figure 4-4. There is a new
complex function CF4, and CF2 now contains an additional new elementary function NF9.
Obviously, the time budgets for EC2 have to be updated since it now contains NF9 and S9. But
how does this impact EC1? How can we ensure that EC1 and EC2 are still valid without
revalidating the whole system?

Figure 4-4: Example with two event chains and new functions.

As for level 2, consider the example given in Figure 4-5. This is the level 1 example enriched
with resource provider information (the abstract hardware architecture) and the high-level
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deployment to these resources. Complex (and consequently their elementary) functions are
deployed to computing units, denoted CUx, and signals are transmitted via buses, denoted Bx.
CF1

CF2

EF1

S1

EF2

EF5

S5

EF6

S2

S7

NF9
NF8

CU1

EF3

S6

CF4
NF7

CF3

S3

EF4

S9

S8

CU2

B2

CU3

CU4
B1

Figure 4-5: Level 1 example from Figure 4-4 with resource providers

On this level we can validate that the actual resources provided by the hardware architecture
are enough to still satisfy the event chains from above. There are some cases where one can
directly see that there are not be enough resources to even derive a feasible schedule
configuration (e.g. the resource consumption is greater than 100%). Other validation cases
may produce only warnings indicating that a resource is almost full.
Level 3 then has enough details for a more precise timing simulation as described above. An
initial version of all necessary level 3 data may be derived automatically from levels 1 and 2.
Our plan with these three levels is to define new timing V&V methods for levels 1 and 2. For
level 3 we will define which required information can be synthesized from the existing data of
level 1 and 2, and how this synthesis can be realized.
4.2.7.2

Tool support

Within the XANDAR consortium, the timing aspect of non-functional requirements and their
verification and validation is already supported by the Vector TA (Timing Architects) Tool
Suite1. The Tool Suite, however, is best suited for timing validations on a rather low abstraction
level, where there are already a lot of details defined about the system under design (i.e. tasks,
priorities, schedulers, processors, cores, etc. are specified).

1

www.vector.com/int/en/products/products-a-z/software/ta-tool-suite
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Planned Extensions: For higher levels of abstraction, there is no tool support available yet.
Therefore, we will investigate new timing related V&V methods and their integration into the
XANDAR process. These may include simple consistency checks for event and event chain
specifications. We will also research upon timing design alternative analysis (e.g. variations in
the runnable to task mapping) to provide the end user with viable alternatives for him to choose.
We plan to automatically derive feasible scheduler configurations from higher abstraction
levels which can then be validated in the Tool Suite.

4.2.8

Safety

In the XANDAR project, the fulfilment of reliability-related safety requirements is covered by a
pattern-based approach. Patterns describe transformations of the system model or SWC code
and are mapped to system components during the system design step of the development
process. This mapping is then used during system generation to apply the respective
transformations.
During system design, system developers model system elements, such as logical functions,
software components, and hardware elements, to describe the target system architecture. In
doing so, they assign safety patterns to system elements to fulfil non-functional requirements.
This mapping is derived based on the non-functional requirements towards the system
and – where necessary – safety analyses. In this development step, verification is needed to
ensure that the pattern assignment is done in a complete and correct way, i.e. that all relevant
requirements have been considered and that suitable patterns have been selected to meet
these requirements. To do so, especially formal static verification, model inspection, and
model (consistency) checking approaches will be considered.
During system generation, which is also referred to as the target-specific generation and
analysis procedure, these patterns are applied. Depending on the pattern, this may include
code transformation, code generation, model transformations, and the derivation of additional
restrictions for subsequent system generation steps, e.g. scheduling or hardware mapping. At
this stage, verification approaches need to ensure that these transformations were applied in
a correct way and achieve the intended increase in safety. Such approaches may either be
done using additional verification steps during the development process (especially formal
static verification) or by meta-verification of the pattern itself.

4.2.9

Security

Based on the two XANDAR application use cases defined in D1.1, the following are the nonfunctional security V&V activities for each:
•

•

v1.0

Resilient Avionic Architecture
a. Ensure integrity while data-in-motion
b. Ensure integrity and authenticity of program code
Autonomous System with Integrated Machine Learning Applications
a. Ensure integrity while data-in-motion
b. Ensure integrity and authenticity of program code
c. Ensure detection of runtime manipulation
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Table 4-1 lists the driven verification and validation requirements for each use-case driven
security requirement.
Security
Ensure integrity
while data-inmotion

Ensure integrity
and authenticity
of program code
Ensure detection
of runtime
manipulation

Non-Functional Requirements
Verification
Validation
Does the XANDAR
Does the XANDAR
Platform/Security Kernel/ Security
Platform/Security Kernel/Security
Pattern and their Interfaces
Patterns and their Interfaces
identified as safety/security-critical, identified as safety/securitycover/implement the data-incritical, meet/achieve the data-inmotion security requirements?
motion security requirements?
Does the XANDAR Platform and
Does the XANDAR Platform and
Software system cover/implement Software system meet/achieve
firmware confidentiality, integrity,
firmware confidentiality, integrity,
and authentication during the
and authentication during the
platform/system boot process?
system boot process?
Does the XANDAR Platform and
Does the XANDAR Platform and
Software system cover/implement Software system meet/achieve
code integrity during software
code integrity during software
update process?
update process?

Table 4-1: Non-functional security verification and validation requirements

The following verification and validation methods and techniques will be considered (as
appropriate):
•
•
•
•

Model inspection, Model checking, Model consistency checking
Static code analysis
Behavioural/Functional Simulation
Formal static verification

•
•

Dynamic code analysis
Runtime testing/validation

Since various XANDAR design and implementation decisions (hardware/software architecture
and runtime system) are not finalised, the presented security verification and validation
requirements are subject to further research during the project.

4.3 Task 5.4: Conducting V&V & meta-V&V in different levels (Lead:
QUB, M7-M24)
4.3.1

Overview and goal of the task

T5.4 will combine the V&V techniques and tools from: T5.2 and T5.3 to leverage V&V for all
levels of the V-model (shown in Figure 4-6), including unit testing, integration testing, and
system testing. This overall V&V process will account for code-transformations, design
methods, and safety/security concept models used by the XANDAR toolchain to establish endto-end XbC guarantees. To achieve that, the XANDAR toolset prototype and the individual
components will be continuously analysed, assessed, and validated by meta-V&V techniques
in T5.4.
T5.4 will also verify and validate the XANDAR toolchain itself, which we refer to as meta-V&V,
to prove the envisioned XbC guarantees for generated programs.
v1.0
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Figure 4-6: The V-model

4.3.2
•
•

4.3.3
•

•

4.3.4

Outcomes / deliverable of the task (if any)
D5.5: Multi-Level V&V Toolset (Others, M33, QUB)
D5.6: Toolchain V&V Report (Report, M33, QUB)

Input(s) of the task
Task 5.2: V&V of functional requirements (Lead: KIT, M7 - M24)
o D5.2: Model-based Simulation Framework (Others, M17, KIT)
o D5.3: V&V Toolset for Functional Correctness (Others, M24, QUB)
Task 5.3: V&V of non-functional requirements (NFR) (Lead: Vector, M7 - M24)
o D5.4: V&V Toolset for Non-Functional Properties (Others, M24, VECTOR)

How the task will be implemented

The operational schematic of Task 5.4 is shown in Figure 4-7. One of the two activities in Task
5.4 will be to combine the V&V techniques and tools from T5.2 and T5.3 to conduct V&V in all
levels of the V-model, including unit testing, integration testing, and system testing. In that
activity, the System Under Test (SUT) is the Autonomous & Distributed Real-time Embedded
Software System (ADRESS) system, that is under development using the XANDAR toolchain.
The other activity of Task 5.4 will be to combine, verify and validate the XANDAR toolchain
itself, which we refer to as meta-V&V, to prove the envisioned XbC guarantees for generated
programs. As shown in Figure 4-7, for this second activity, the System Under Test (SUT) is the
XANDAR toolchain itself. It is apparent that the two activities of Task 5 are somewhat
interrelated, i.e., if a given system under development by the XANDAR toolchain fails any of
the V&V checks, then there is an issue somewhere in the XANDAR toolchain. However, V&V
of the XANDAR toolchain itself will enable us to check various parts of the toolchain itself, in
isolation, and independently form any systems under development, using the toolchain. Such
an approach will provide additional confidence in the XANDAR toolchain.
v1.0
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Task 5.4: Meta-V&V of the
XANDAR toolchain itself

Input:

Output:

Requirements of
the ADRESS system
to be developed

ADRESS: Autonomous &
Distributed Real-time
Embedded Software System

XANDAR
toolchain

Code, hardware
description, base software
configuration of the ADRESS
system (to be developed)

Task 5.4: V&V in different levels (unit,
integration, and system testing)
Task 5.2: V&V of functional
requirements
Task 5.3: V&V of nonfunctional requirements
(NFR)

Figure 4-7: Operational schematic of Task 5.4

Meta-V&V activities will be implemented and conducted by developing automated test suites
in unit, integration, and system testing levels for the XANDAR toolchain itself. Depending on
the programming language of our choice for each component of the XANDAR toolchain, proper
choice of unit test frameworks, such as JUnit, CUnit and CppUnit will be made. Our team has
past experience in automated testing of large industrial software, e.g., testing Supervisory
Control and Data Acquisition (SCADA) systems [84, 99], testing real-time software [61, 100],
and testing helicopter simulation software [101].

4.4 Task 5.5: V&V toolset integration (Lead: Vector, M25 – M33)
In the final task of WP5, Task 5.5, we will integrate the V&V toolsets from T5.2, T5.3 and T5.4
with the model-based design tools developed in WP2. This includes, e.g., feedback of the V&V
results to the original models, their visualization, and the generation of V&V reports for the
end-user.
The main source of models, at least in the early phases of the SDLC, will be Vector’s
PREEvision tool2. Within the scope of WP2, new modelling means will be prototypically
implemented in PREEvision according to the needs of the use cases from WP1 and the
modelling requirements.
In the scope of WP5, we will assume that the necessary works in WP2 has been done to
ensure that the necessary data for the V&V of functional and non-functional requirements has
been modelled and provided.
Task 5.5 will prototype the Integration of V&V tools with the modelling tools, i.e. ensuring that
the tools of the XANDAR process and tool-chain exchange model data without losing crucial

2

www.vector.com/int/en/products/products-a-z/software/preevision/
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information. For instance, Vector plans to exchange timing data and requirements via the
AUTOSAR XML format between PREEvision and the TA Tool Suite3.
Support for other exchange formats may have to be added depending on the use case needs.
However, a full prototypical tool integration is an extensive effort with potential risks associated
with it. As such, the use and potential extension of existing formats is expected to be more
feasible.

3

www.vector.com/int/en/products/products-a-z/software/ta-tool-suite
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Mapping WP5 tasks to deliverables, and dependencies
with other WPs

5

To provide traceability of WP5’s tasks to its deliverables, we provide a visual map among the
tasks and deliverables of WP5 in Figure 5-1. We also provide, in this figure, the input/output
dependency links between WP5 and other WPs.

WP1
D1.1: Use Case Specification
Report and Assessment
Protocol (Report, M6, DLR)

WP5

Task 5.1: Planning
of Overall V&V/test
Strategy (M1-M6)

D5.1: Test Strategy and V&V
Specification (Report, M6,
QUB)

Legend

Task
WP2
D2.1 Modelling Requirements
for System s and Interface
Specifications (Report, M6,
Vector)

D2.3: Cross-Layer ModelBased Behavior Specification
D2.4: Architecture and
Safety/Security Modeling

WP3
D3.1-Programming Model
Specification (Report, M6,
KIT)

WP4

Task 5.2: V&V of
functional requirements
(Lead: KIT, M7-M24)

D5.2: Model-based
Simulation Framework
(Others, M17, KIT)

D5.3: V&V Toolset for
Functional Correctness
(Others, M24, QUB)

Task 5.3: V&V of nonfunctional requirements
(NFR) (Lead: Vector, M7M24)

Task 5.4: Conducting V&V &
meta-V&V in different levels
(Lead: QUB, M7-M24)

Task 5.5: V&V
toolchain integration
(Lead: Vector, M25–
M33)

D5.4: V&V Toolset for NonFunctional Properties
(Others, M24, VECTOR)

Deliverable:
input / output

Generate
output

Input/output
dependency

D5.5: Multi-Level V&V
Toolset (Others, M33,
QUB)

D5.6: Toolchain V&V Report
(Report, M33, QUB)

D4.1-Software System
Specification for Trustworthy
and Secure Computing
Platforms (Report, M06 UoP)

Figure 5-1: Mapping WP5 tasks to its deliverables, and dependencies with other WPs
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Summary

In summary, using four tasks, WP5 will investigate, develop, and apply methods to validate
and verify functional and non-functional requirements of software systems developed by the
XANDAR tools. Additionally, the XANDAR methods used by the XANDAR tools will be verified
and validated via WP5 to proof XbC guarantees. The verification tools and methods developed
in WP5 will be used to evaluate the use-case applications and generate feedback for the enduser partners.
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